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Information leakage, which damages the transmission medium in optical communication systems, is becoming in-
creasingly serious. The existing optical communication systems can easily expose data to unauthorized users, specifi-
cally when malicious users control the target demodulator. Therefore, based on the alliance chain, the data are en-
crypted first based on the elliptic curve encryption algorithm and the signature algorithm, and then they are transmitted
through the optical network system. Thus, a blockchain-based optical communication security transmission system
scheme is proposed. The scheme has a high modulation and demodulation efficiency, fast operation speed, and verifi-
ability. The theoretical analysis and experimental results indicate that the scheme has better security and high per-
formance, and it generates the security requirements of optical communication systems during data transmission.
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An optical fiber communication network is a transmis-
sion system that carries most of the world's data. With
the development of optical communication systems, in-
formation security has attracted significant attention!'*.
The current optical transmission network transmits in-
formation directly in the form of optical bit codes on
optical fiber links, without any security measures on the
optical physical layer for optical signals. Stealing optical
signals will lead to information leakage"®. The widely
used optical code division multiple access (OCDMA)
transmission system adopts the principle of spread spec-
trum communication, that is, the bandwidth of signal
transmission is larger than that of the original informa-
tion signal transmitted. It has strong anti-interference
ability, good concealment, and confidentiality, but after
spreading spectrum technology, the bandwidth occupied
by its transmission signal increases, making it unsuitable
for high-speed transmission systems. Therefore, it is
imperative to find a solution that guarantees the security
of the optical network and increases the utilization rate
of the frequency band.

In 2018, TAN et al¥ conducted a security study on the
physical layer of a coherent spreading time code division
multiple access system. The scheme revealed the rela-
tionship between the system security capacity and the
change in different system parameters, proving that se-
lecting appropriate system parameter values could im-
prove the security level of the coherent time-extending

OCDMA system. However, it cannot guarantee the
safety of the original parameter data from the root cause.
In 2020, they proposed an anti-interception communica-
tion system based on optical encoding/decoding tech-
nology™, constructed a large-capacity two-dimensional
frequency-hopping spread-time address code, designed a
new anti-interception communication system, and estab-
lished the channel model to verify the transmission and
security performance of the anti-interception communi-
cation system. However, the channel bandwidth occu-
pied by the large-capacity address code increases, and
invalid symbols reduce the frequency band utilization
rate of the communication system.

Blockchain is a secure distributed ledger technology
that involves multiple nodes!®. The high system reliabi-
lity is ensured by the characteristics of anonymity, credi-
bility, traceability, and anti-tampering owing to the exis-
tence of time stamps!””\. Therefore, it is effective to ap-
ply blockchain technology to optical network communi-
cation to ensure its security.

YANG et al successively proposed a blockchain-based
optical fiber network trusted cloud radio solution for 5G
fronthaul'”, a blockchain-based securely distributed
control solution for software-defined optical networks!'"),
and a distributed blockchain-based trusted control
scheme which is suitable for software in 5G!"*. LIANG
et al'® proposed that efficient recovery based on the
blockchain can realize secure distributed control in a
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software-defined optical network program. All these
schemes prove the security of optical network source
data after applying blockchain technology, but they do
not consider the deteriorated demodulation of optical
network data during transmission.

Therefore, we propose a blockchain-based optical
communication security transmission to ensure the secu-
rity of the optical communication transmission system
and improve the frequency band utilization. During
transmission, if a malicious demodulator obtains data,
data leakage can be solved using the one-way function
principle of blockchain cryptography.

Because the signature constructed by bilinear mapping
is safe, short, and efficient, it is often used to construct
digital signatures'"*!. Suppose (G4, +), (G», +), and (Gr, )
are three cyclic groups, where Gy, G,, and Gr are the
additive and multiplicative groups in order of large
prime number N, respectively. P is the generator of G,
and Q is the generator of G,. When the mapping e:
G *G,—Gr is a bilinear mapping, it satisfies the fol-
lowing properties.

Property 1 (bilinearity) VP € G,,VQ € G, , satisfying

e(aP,bQ)=e(P.O)" , abeZ,. (1)

Property 2 (non-degenerate) VP e G,,VQ €G,, sat-
isfying

e(P,O)=1. 2)

Property 3 (computability) VP € G,,VQ € G, , there is
an effective calculation method to calculate e(P, Q). (3)

Blockchain mainly uses digital signatures to achieve
permission control, identify the legal identity of the
transaction initiator, and prevent the identity of mali-
cious nodes from being impersonated. The digital signa-
ture algorithm includes two operations, signature and
signature verification. After the data are signed, it is very
easy to verify the integrity and cannot be denied!>'®.
Digital signatures use asymmetric encryption algorithms,
that is, each node requires a private and a public key pair.
The private key means that only one person can own it,
and a public key means that everyone can obtain it.
Digital signatures are generally attached to the original
message as additional information to identify the mes-
sage sender. Different private keys signify the same
piece of data completely differently. All nodes can obtain
the public keys of the other nodes to verify the legiti-
macy of their identities.

Hash algorithm generates a fixed-length string of any
length through a certain calculation, and the output string
is called the input hash value. Its features, such as fast
forward speed, sensitive input, difficult reverse direction,
and strong anti-collision, ensure that the blockchain
cannot be tampered with.

Homomorphic encryption is a special method that di-
rectly processes the ciphertext and then encrypts the
processing result after processing the plaintext, and the
obtained result is the same. The commonly used types
are as follows.
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Additive homomorphism:

S (A (B)=f (4+B). “
Multiplication homomorphism:
S (A)*f (B)=f (4%B). (&)

Various digital baseband signals are converted into
digital modulated signals (modulated or frequency band
signals) suitable for channel transmission, and then the
received digital frequency band signals are restored to
digital baseband signals at the receiving end'”".

The blockchain network must send to the user both the
original data and the digest value signed by the user's
public key. Thereafter, the users decrypt it with their
private keys to obtain the digest value, calculate the di-
gest value from the original data, and then perform a
comparison. The user's private key can decrypt the digi-
tal signature to ensure that the original data is indeed
from the blockchain network, and the decrypted digest
value is the same as the digest value obtained by recal-
culating the original data, ensuring that the original data
has not been tempered during transmission.

The overall architecture of the proposed solution is
shown in Fig.1. The solution proposed in this article
mainly includes five parts as follows. The data sender
(DS) is the carrier that generates data. The access net-
work (AN) receives data and sends it to the core network.
The block chain network (BCN) provides services such
as storing data, generating secret keys for all users, and
encrypting data. The optical communication system
(OCS) transmits modulated and demodulated signals via
optical fiber links. At the requesting data terminal, only
authorized users can decrypt the data.

Réceiving
server

cofngrlg{leilgr?tion
sender network } y J'Return key pai
Blockchain _
| network | 2.Provide identity

Fig.1 Architecture model of the proposed scheme

As shown in Fig.2, the coherent optical receiver re-
ceives the packaged data from the blockchain. The data
is first processed by digital signals, and then is converted
to an optical fiber by the electro-optic modulator. To
ensure a certain transmission quality of the optical signal
in the channel, transmission loss of the optical signal in
the single-mode fiber is reduced by optical devices such
as the erbium doped fiber amplifier (EDFA) polarization
controller during transmission. At the receiving end,
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through coherent detection, photoelectric conversion,
and sampling, the optical signal is converted into dis-
crete electrical signals and sent to the digital signal
processor (DSP) for processing. Clock synchronization,
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dispersion compensation, polarization tracking, fre-
quency offset, and phase recovery algorithms are used in
the DSP. The original data is restored after processing
the signal.
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Fig.2 Schematic diagram of the proposed blockchain-based optical communication security transmission sys-

tem

Assuming that 4 is a BCN, B is a user, and M is the
message to be signed, the specific operation steps are
shown in Fig.3. After the receiving end user B initiates a
data request to the sending end server, a pair of keys is
generated. The random number ke €[1, N—1] is gener-
ated by the key generation center (KGC) in 4 which is
used as the encryption master private key, and the en-
cryption master public key is calculated as

Ppub-s=[ ke]PZ- (6)

User request

Sending server response

}

Data is stored in the

User generates public

blockchain and private keys
Encrypted data Send public key
Call data
Modulate
Target demodulator Malicious demodulator
l A 4
Successfully decrypted N4 The end N\
to obtain data \ een )

Fig.3 Procedure of blockchain-based optical commu-
nication secure transmission

Thereafter, the encryption master key pair is (ke,
Ppuvs). The identification of data d is DT,. To generate
the encrypted private key ds, of data d, KGC calculates
Eqgs.(7) and (8) on the finite field Fy as

t,=H,(DT,,N)+ke,t, =kext,", @)

dsg=[]R. (®)

Thereafter, B saves the private key, and the public key
is broadcast to all nodes on the blockchain.

To hide the identity of the sender, all data are collected
to the sender server through various display devices and
antennas, decentralized unit (DU), as well as centralized
unit (CU). The sender server sends the data to the
blockchain transaction pool and performs a digital sig-
nature described as

g=el,,,h), ©))
re[lLN-1], (10)
w=g" h=H(M|w,N),l =(r—h)mod N , (11)
S =[/ds , . (12)

Thereafter, the signature of M means calculating (4, S).
After all nodes reach a consensus through the byzantine
consensus algorithm, the data are packaged into the
blockchain.

The first responding node on the blockchain encrypts
the corresponding data with the public key of the receiv-
ing end user, generates a fixed-length hash value, and
maps it to the "01" sequence required by the optical
communication system through the ASCII code. There-
after, the original and encrypted data are sent to the
modulator of the shortest path required for modulation,
and the modulated signal reaches the demodulator
through the optical fiber link.

When the signal reaches the target demodulator
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smoothly, the receiving end user decrypts the signal us-
ing the private key to obtain the hash value, calculates
the hash value of the original data for comparison, and
obtains the required data if they are consistent after ob-
taining the signal. Finally, a success signal is returned.
The decryption principle is as follows.

To verify the signature (4', S”) of message M’, B per-
forms the following calculation.

gl :e(lppub-s’}:l')’ (13)
t=g',h=H(DT, N), (14)
P:[hl]Pl+Ppub_s,u:e(P,S‘),w‘:uxt, (15)
h,=H,(M'|w',N). (16)

When hy=Fh', the signature verification passes, other-
wise it fails.

By verifying whether the results are correct, we can
decide whether %, and /' are equal because

hy = Hy(M'|w',N),h'= Hy(M|w,N), (17)

and by verifying whether the two are equal, we can de-
cide whether w and w' are equal.

From the bilinear pair property, we can evaluate
Eqs.(18)—(20)

u=e(S,P)=e(B,p) "B (18)
(=g" =e(B,B) T, (19)
w'=uXt=w. (20)

Thus, the verification is passed, and the correctness of
the signature algorithm is proved.

When the signal is demodulated by a malicious de-
modulator, there are two situations.

The attacker obtains the demodulated signal and does
not have the private key to decrypt it. Even if the original
data are obtained, the authenticity of the data cannot be
determined, and the receiving end user will send a failed
signal feedback when the response time is exceeded. All
servers and the blockchain nodes respond, trace back to
the original data to re-transact and block the attacker's
server data.

The signal demodulated by the malicious demodulator
is sent to the receiving end user, and the hash value of
the original data after decryption is inconsistent with the
original data, and the failed signal is fed back. When the
blockchain node calculates the shortest path, it is ex-
cluded as a malicious demodulator of feedback.

First, we perform

S, =(r,"Yx(r,—h)xds,, 21)
ds, =[H (DT, |hid ,N)+ ks] [y ke,1P. (22)

This algorithm is a one-way algorithm that includes a
hash function. Moreover, there is a problem in solving
the discrete logarithm on the elliptic curve, which makes
it extremely difficult for malicious nodes to obtain the
original data. Therefore, this solution can ensure the

Optoelectron. Lett. Vol.18 No.4

safety of the optical communication systems.

Second, we use additive homomorphic encryption
technology to guarantee the security of information as

JMY) = f(M)+ f(M,)=f(M,+M,)= f(M). (23)

This algorithm processes the ciphertext directly, and
then encrypts the processed result after processing the
plaintext, and the result obtained is the same. Therefore,
this solution can ensure the safety of the optical commu-
nication system.

The main test plan in this study was based on the Py-
thon language, MATLAB language, and OptiSystem
platform to build the system shown in Fig.2. Windows10
system was used, and the processor was an Intel(R) Core
(TM) 15-9500 CPU at 3.00 GHz, and 8 GB of memory. A
28 Gbaud dual-polarization non-return-to-zero quadra-
ture phase-shift keying (NRZ-QPSK) coherent optical
transmission system was built on the OptiSystem based
optical simulation platform, with a total transmission rate
of 112 Gbit/s. The new block in the blockchain platform
was generated by one node and it was verified by 10
nodes.

Fig.4 shows that the input information {amount: 5
transactions, recipient: (someone-other-address) receiver
address, sender: (d4ee26eec15148ee92...) sender address}
is encrypted to generate 'b"\Xbb\xfd\x89......"". It can be
observed that the encrypted data is extremely compli-
cated, and its association with the original data cannot be
observed.

Fig.4 Input and encrypted information

Fig.5 and Fig.6 show that when the node confirms that
the information is correct for generating transaction in-
formation, the transaction information sent to all nodes is
successfully uploaded to the chain. Therefore, block-
chain platforms have been successfully developed.

[ix}

‘info": "Transaction will be added to Block 3"

Fig.5 Transaction successfully packaged into the
block

Fig.7 shows that after the encrypted data enters the op-
tical communication system module, it is modulated and
demodulated. Although there is some noise interference,
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the output result is consistent with the input and does not
affect the critical of the result. Thus, the optical commu-
nication system module can meet the expectations of the
actual operation of the system.

Fig.6 Review of the blockchain
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Fig.7 (a) Modulation and (b) demodulation output
diagrams

Fig.8 shows that the signature verification is passed,
that is, the only receiving end user who has the decryp-
tion private key has successfully decrypted it. The time
required to generate the signature and complete the veri-
fication was 1.994 6 ms and 5.985 3 ms, which is sig-
nificantly short, thus, the entire system can meet the ex-
pectations of the system actual operation.

As summarized in Tab.1, the solution in this study has
the highest security features compared to the five secu-
rity features of public verification, accountability trace-
ability, privacy protection, anti-interception, and fault
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tolerance.

Signature verification passed

Total signature time:

1.9965171813964844 ms

Total validation time:

C ARRARRERRAITANE e
5.982160568237305 ms

Fig.8 Result of successful verification

Tab.1 Comparison of security features
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Data insecurity is a problem that cannot be avoided by
any system, specifically communication that is closely
related to modern life. Therefore, we apply the security
advantages of blockchain technology to the traditional
optical communication system to solve the security
problem in the optical communication transmission
process. The hash algorithm in the blockchain ensures a
constant data size, and only a fixed bandwidth value is
required with no additional bandwidth. Through feasibi-
lity, correctness, and security analysis, it is proved that
after applying the cryptographic signature algorithm,
elliptic encryption algorithm, hash algorithm, and addi-
tive homomorphic encryption algorithm in the block-
chain, the scheme of this article outperforms the tradi-
tional optical communication encrypted transmission
scheme, which is more secure and does not cause wast-
age of frequency band resources.
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