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Aiming at the security problem of range gated laser imaging in high noise background, a range gated laser image en-

cryption scheme based on the quantum genetic algorithm (QGA) is proposed. Due to the fuzziness of the laser image 

itself, the randomness and security of the key become more and more important in encryption. In this paper, the cha-

otic sequence is used as the parent chromosome of the QGA, and the random number satisfying the encryption algo-

rithm is obtained by an iterative genetic algorithm. To further improve the security of laser images, some random pix-

els are stochastically inserted around the laser image before scrambling. These random pixels are scrambled together 

with the image. Finally, an adaptive diffusion method is designed to completely change the original statistical informa-

tion of the image. Experimental simulation and performance analysis show that the scheme has high security.  
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Laser is a brand-new subject developed in the 1960s, and 

laser imaging technology has also emerged with the de-

velopment of laser technology[1]. Range-gated laser im-

aging uses the current mature microchannel plate (MCP) 

and charge-coupled device (CCD) technology to intui-

tively obtain rich target shape or basic structural infor-

mation, which can effectively suppress back scattered 

noise interference as well as identify the target and its 

key parts, especially distance selection[2]. Laser imaging 

technology has irreplaceable advantages and important 

research value in military applications. Therefore, the 

security of laser images has been widely concerned by 

researchers[3]. 

Because the image has the characteristics of high re-

dundancy, large capacity and strong correlation between 

adjacent pixels, the traditional text encryption scheme 

cannot guarantee the security of the image[4]. Therefore, 

researchers have proposed many image encryption 

schemes based on chaos[5]. Chaotic mapping is very 

suitable for key generation. One of the reasons is its 

randomness, unpredictability and extreme sensitivity to 

initial values and parameters. On the other hand, they are 

deterministic and easy to reproduce[6]. However, it is 

found that only the pseudo-random number generated by 

chaotic system is not safe. Therefore, in order to improve 

the security and randomness of key, many scholars com-

bine chaotic system with other methods, such as breadth 

first search[7], edge encryption, elliptic curve[8], etc. In 

this paper, chaotic system and quantum genetic algorithm 

(QGA) are combined to generate encryption key with 

good randomness. QGA is the combination of quantum 

computing and traditional genetic algorithm. It is a new 

probabilistic evolutionary algorithm developed in the late 

1990s. NARAYANAN et al[9] first proposed the concept 

of quantum derived genetic algorithm QGA. Then, HAN 

et al[10] proposed a QGA based on the superposition of 

qubits and quantum states. In addition, it is applied to 

knapsack problem and achieves better results than tradi-

tional genetic algorithm. Therefore, the algorithm has 

rapidly become a research hotspot at home and abroad. 

Researchers have made a series of improvement and ap-

plication research on QGA. We start from a new point of 

view, using chaotic sequence as parent chromosome in 

QGA. Through quantum phase rotation and mutation, the 

encryption key with good randomness is obtained. 

The existing image encryption schemes are mainly 

composed of scrambling stage and diffusion stage, and 

the design of scrambling algorithm and diffusion algo-

rithm has always been the focus of researchers[11]. 

Scrambling stage is to change the position of image 

pixels, which will lead to visual confusion. Most authors 

use scrambling models to encrypt/decrypt images[12-14], but 

the scrambling effect of these schemes is not ideal. To 

solve this problem, this paper designs a novel scrambling 
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method, adding random pixels around the image before 

scrambling. These random pixels are generated in different 

ways each time. Even the encryptor cannot determine 

these random numbers. Then the inserted pixels and the 

original image pixels are diffused together, which not only 

has no effect on the decryption effect, but also effectively 

improves the security of the encryption system. 

Diffusion stage is to change the pixel value of the im-

age, and spread among different pixels. In recent years, 

researchers have designed many excellent diffusion algo-

rithms[15]. Although these algorithms have good per-

formance, they cannot flexibly adjust the diffusion op-

eration of the algorithm for different images. Aiming at 

these problems, this paper designs an adaptive image 

diffusion scheme, which can adaptively adjust the diffu-

sion operation according to different images, so that the 

encryption algorithm is more flexible and always main-

tains high security. 

Before introducing the encryption algorithm, we first 

understand the preparatory work needed. 

The three-dimensional Lorenz chaotic[16] frameworks 

is described by  
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where α, β, γ are the constant real numbers. When α=3, 

β=5, γ=10, the system is chaotic and its Lyapunov expo-

nents are λ1=0.03, λ2=−0.01, λ3=−7.78. There exists a 

positive Lyapunov exponent. Thus, the system has cha-

otic characteristics. 

QGA is an intelligent optimization algorithm combin-

ing quantum computing with genetic algorithm. It intro-

duces quantum concepts such as quantum state, quantum 

gate, quantum state characteristics, and probability am-

plitude into the genetic algorithm. 
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where θ is the phase of qubits, n is the number of chro-

mosomes, k is the number of qubits, and rand is a ran-

dom number in the range of [0,1]. 

The key generation method is as follows. 

Step 1: Iterate chaotic system (1) to generate three 

random sequences x, y, z. 

Step 2: Divide the random sequence x, y and z into two 

parts, which are used as the parent chromosome of QGA. 

Step 3: The parent chromosome is transformed into 

solution space. 

Step 4: In the input algorithm, qubit phase rotation and 

qubit phase mutation are performed. 

Step 5: The new quantum chromosome is obtained, 

and the pseudo-random S1, S2, S3, S4 are obtained by 

solution space transformation. 

A laser image encryption algorithm based on QGA 

security key is proposed. In this algorithm, the chaotic 

sequence generated by the low dimensional chaotic sys-

tem is input into QGA as the initial parent chromosome, 

and the mutated chromosome is obtained by the opera-

tion of qubit phase rotation and qubit phase mutation. 

Finally, the new pseudo-random number is applied to our 

image encryption algorithm, and the experimental analy-

sis shows that the scheme has high security. Fig.1 is a 

schematic diagram of the encryption algorithm. 

 

 

Fig.1 Block diagram of encryption process 
 
Step 1: Take the laser image of size M×N as the 

plain-image P. 

Step 2: The pseudo-random number is generated by 

Eq.(3) and mapped to the value in the range of 0—256: 
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where rand () is to generate random number, floor () is to 

round down, and mod () is to take module operation. 

Step 3: Insert the random number in step 2 around the 

plain-image to get a new image INP, as shown in Fig.2 

(suppose the size of plain-image is 4×4). 
 

 
Fig.2 Random insert pixel diagram 

 

Step 4: Map the random sequence S1 to Sx through 

Eq.(4), and then eliminate the duplicate data in Sx to get 

the positioning coordinates (Locx, Locy): 
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where unique () means to remove the duplicate data in 

the matrix, find () means the position of the non-zero 

elements in the return vector, and [] means to leave the 0 

elements empty. 

Step 5: The pixels in the image are exchanged with the 

pixels controlled by the positioning coordinates in the
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order from left to right and from top to bottom, as shown as 
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where �  is the intermediate variable, i=1, 2, 3,…, 258, 

j=1, 2, 3,…, 258.  

Step 6: For pseudo-random sequences S2, S3 and S4, 

the diffusion keys Sy, Sz and Sw are obtained as shown as 
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Step 7: Further, the scrambled image PS carries on the 

dynamic adaptive diffusion to obtain the final cipher- 

image Pd. 

The diffusion diagram is shown in Fig.3 and Eq.(7) as 

follows 
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where μ and τ are user control parameters. 

Since the algorithm is a symmetric encryption algo-

rithm, the decryption process is the inverse of the en-

cryption process.  
      

 

Fig.3 Dynamic adaptive diffusion diagram 
 

In this section, we will discuss the performance of the 

proposed algorithm. We choose 256×256 gated laser im-

ages "Triangular prism" and "people" as test images, and 

Fig.4 shows the effect of encryption and decryption. 

 

 

Fig.4 Image encryption and decryption results: (a) (d) 
Original images; (b) (e) Encrypted images; (c) (f) De-
crypted images 

The key space of an excellent encryption algorithm 

should be greater than 2100 to resist violent attacks. The 

initial values and parameters of the chaotic system are x, 

y, z, α, β, γ. The parameters of the QGA are initial popu-

lation size, quantum number of a chromosome, turning 

step, mutation probability, and iteration time. Because 

the precision of initial value and parameters of a chaotic 

system is 10-16, the key space is (10-16)6>2192, so the key 

space is large enough to resist all kinds of violent attacks. 

A secure cryptosystem should be sensitive to the key. 

A slight change in the encryption key will result in a 

completely different ciphertext image. Similarly, a slight 

change in the decryption key will lead to the failure to 

decrypt the correct plain-image. Taking 256×256 "Tri-

angular prism" image as an example, if the 16th digit 

value after the decimal point in the initial values x, y and 

z of the chaotic system is changed respectively, as shown 

in Fig.5(c)—(e), the wrong key cannot decrypt the origi-

nal image normally. This demonstrates that the key of 

our algorithm has high sensitivity. 

 

 
 

Fig.5 Key sensitivity results: (a) Cipher-image; (b) De-
cryption image using the correct decryption key; (c) 
Incorrect decryption using x+10-16; (d) Incorrect de-
cryption using y+10-16; (e) Incorrect decryption using 
z+10-16 

 
Histogram analysis is an important aspect to reflect the 

frequency distribution of image gray value. A secure en-

cryption scheme should generate images with a uniform 

histogram to improve the ability to resist statistical 

analysis. This paper analyzes the histogram of two 

plain-images and their cipher-images. Fig.6 shows the 

"Triangular prism" and "people" images and their histo-

grams. It can be observed that the histogram distribution 

of the encrypted image is average, which shows that the 

algorithm can resist any statistical attack. 

Information entropy is an important parameter reflect-

ing the randomness of information. The calculation 

method is as follows 
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where S=[si]2L, p(si) is the probability of si. In our ex-

periment, we let L=8, so H(S, 8)=8. In theory, the closer 

the information entropy is to 8, the smaller the possibility 
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of information leakage. In parallel, we also compare the 

entropy value of this scheme with other similar algorithms. 

The results show that our entropy value is closer to the 

theoretical value than that of similar literature, which fur-

ther proves that this scheme has certain advantages. 

 

Tab.1 Information entropy 

 
“Triangular 

prism” “People” Ref.[14] Ref.[15] 

 

Cipher-image 7.998 1 7.997 5 7.997 1 7.997 2  

 

       
 

       
 

 
 

 

 

 

 

 
Fig.6 Histogram results: (a) (b) Plain-images; (c) (d) 
Plain-image histograms; (e) (f) Encrypted images; (g) 
(h) Encrypted image histograms 

Correlation analysis is a means to calculate the simi-

larity between two data. In an image, the color intensity 

of an adjacent pixel is nearly the same. Therefore, there 

is a high degree of similarity between the two pixels, and 

the correlation coefficient is high. However, a powerful
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and efficient encryption algorithm should make the ci-

phertext image have a lower correlation coefficient as far 

as possible. In this paper, 4 000-pixel samples are as-

sumed to calculate the correlation coefficients in hori-

zontal, vertical, and diagonal directions. The function for 

calculating the correlation coefficient is shown as 
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where x and y represent the gray values of two adjacent 

pixels, respectively. According to the analysis of Fig.7, the 

neighborhood correlation coefficient of cipher-image is 

lower than that of plain-image. It can be shown in Tab.2 that 

the correlation coefficient of cipher-image is significantly 

reduced, which is approximately zero, and the correlation is 

lower than the values of literature. This further proves that 

our algorithm can effectively resist statistical attacks. 

 

 

 

 

 

 

Fig.7 Pixel correlation coefficient analysis: (a) Hori-
zontal adjacent pixel correlation of the plain-image; (b) 
Horizontal adjacent pixel correlation of the ci-
pher-image; (c) Vertical adjacent pixel correlation of 
the plain-image; (d) Vertical adjacent pixel correlation 
of the green component of the cipher-image; (e) Di-
agonal adjacent pixel correlation of the blue compo-
nent of the plain-image; (f) Diagonal adjacent pixel 
correlation of the cipher-image 

 
Tab.2 Correlation coefficients of the cipher-images 

Direction Horizontal Vertical Diagonal 

“Triangular 

prism” 
0.000 2 0.004 2 −0.002 4 

“people” 0.006 4 0.000 9 0.008 1 

Ref.[14] 0.005 8 0.027 5 0.004 7 

Ref.[15] −0.000 3 −0.001 6 0.002 2 
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The difference between plaintext image and cipher 

image can be measured by mean square error (MSE). We 

use peak signal-to-noise ratio (PSNR) to detect the qual-

ity of cipher image. The details are as follows 
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where T represents the number of pixels in the image, P(i, 
j) is the value of the pixels of plain-image, C(i, j) is the 

pixel value of the encrypted image, and Imax is the maxi-

mum pixel value of the encrypted image. Although the 

laser image has higher noise, it can still get lower PSNR 

value after encryption, as shown in Tab.3. By comparing 

with ordinary digital image, we find that our algorithm 

has a better effect for laser image encryption. 

 
Tab.3 MSE and PSNR for the encryption 

 “Triangular 

prism” 
“people” Ref.[4] 

MSE 11 782 15 026 11 385 

PSNR 7.418 5 6.362 4 7.567 4 

 

Based on the characteristics of gated laser images, a 

secure random number generation scheme is designed, 

which combines QGA with chaotic system reasonably. A 

novel scrambling and diffusion algorithm is proposed to 

improve the security of the image. Next, we will deeply 

study the security of gated laser image, and consider 

hiding the laser image information in other multimedia 

media, which can improve the image security in the 

process of image transmission. 
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