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Because chaotic systems are unpredictable, ergodic and sensitive to initial values and parameters, they are often used
in the field of encryption. To avoid the bad randomness of the random key generated by the low dimensional chaotic
map system, a 5-dimensional multi-wing hyperchaotic system is adopted in this paper. The key stream generated by
the chaotic system is related to the plaintext image. So it can effectively resist the attacks of selecting plaintext. The
plaintext graph is decomposed into binary form by bit plane decomposition technique, and then these bit planes are di-
vided into high and low groups. The designed control matrix is used to identify the specific scrambling mode, and each
bit is permuted within and between groups. Finally, bit diffusion is used to change the pixel value of each pixel. Theo-
retical analysis and numerical simulation show that the algorithm has good encryption performance for image encryp-

tion.
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With the rapid development of multimedia computing and
communication technique, image has become an impor-
tant part of information transmission of multimedia tech-
nique because it can better reflect the static characteristics
of real things!!). Digital image processing technique has
penetrated into many aspects of human life, such as indus-
trial Internet, medical detection, acrospace remote sensing,
meteorology, communications, reconnaissance and indus-
try. Because of this, image information has been paid more
and more attention. In addition, protecting the security of
image data is becoming increasingly important, especially
in the military, commercial and medical fields. Different
from text information, digital image has the inherent
characteristics of large data capacity, strong correlation
between adjacent pixels and high redundancy®. These
characteristics not only greatly reduce the encryption
speed, but also lead to traditional encryption algorithms,
such as data encryption standard (DES), international data
encryption algorithm (IDEA) and advanced encryption
standards, are no longer applicable to image encryption”!,
At the same time, to prevent the leakage of image infor-
mation, many scholars have proposed a variety of new
image encryption algorithms, including chaos theory*”),
optical transformation''”, random grid technique!'", DNA
coding"”! and image decomposition technique!*. How-
ever, chaotic systems have attracted extensive attention

because of their excellent characteristics, such as periodic-
ity, ergodicity, pseudo-randomness and high sensitivity to
control parameters.

In 1963, LORENZ"* deeply studied the law of at-
mospheric flow, and abstracted it into a physical model,
combined with mathematical theory analysis, and gave
the corresponding mathematical equation. The chaotic
solution can be obtained by such a mathematical equa-
tion, and the chaotic behavior can be displayed by using
the chaotic map, and these maps can be parameterized by
the initial variables. Since then, many scholars have be-
gun to make in depth research on this basis. In 1989,
MATTHEW first proposed an algorithm based on chaos
encryption. He made use of logistic map as a cipher gen-
erator to complete the encryption of digital image infor-
mation”. In 1998, FRIDRICH"*! proposed a chaotic
image encryption structure based on "scrambling diffu-
sion". Since then, excellent chaotic encryption algo-
rithms have emerged in endlessly. The image is scram-
bling algorithm generally including pixel processing!'®,
block level data'” and DNA data®. However, the above
algorithms only apply the scrambling process to the bit
level, while the diffusion operation is still performed at
the pixel level, so the diffusion is not complete. At the
same time, we note that some algorithms apply
low-dimensional chaotic systems (especially
one-dimensional chaotic systems). The chaotic orbits of
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these low-dimensional chaotic systems are expected to
be very simple and easy to predict!'”’. Therefore, the se-
curity performance has to be discussed. For example,
Ref.[20] proposed an adaptive algorithm to estimate the
system with simple chaotic behavior, and Ref.[21] also
showed a scheme to successfully predict the system ini-
tial value of low dimensional chaotic system. In view of
the above shortcomings, Ref.[22] introduced a series
framework, which used the combination of two different
one-dimensional chaotic systems to generate a new
one-dimensional chaotic system to resist attacks. In
Refs.[19] and [22], the authors used two one-dimensional
chaotic systems to couple into a two-dimensional chaotic
system to increase the complexity and prediction diffi-
culty of the chaotic system. However, none of the above
algorithms can solve the common problem that the cha-
otic orbits of low dimensional chaotic systems are rela-
tively simple.

To overcome the shortcomings of the above algo-
rithms, this paper proposes a novel image encryption
algorithm based on hyperchaotic. We solve the problem
of simple chaotic behavior by using a 5-dimensional
multi-wing hyperchaotic system. At the same time, the
chaotic system generated in this paper is related to the
characteristics of planar images to enhance the sensitivity
of plaintext. For different images, this algorithm can ob-
tain a completely different chaotic sequence. In addition,
we choose to use bit plane decomposition to decompose
the image into 8-bit plane subgraphs, and then perform
"diffusion scrambling" on these bit plane subgraphs to
enhance the security of the cryptosystem. In the scram-
bling process, we use the idea of packet switching to
ensure that every bit element has the opportunity to face
switching. Experimental results and simulation experi-
ments show that the algorithm not only has superior per-
formance, but also can resist different types of attacks.

In this paper, a chaotic system is introduced into the
image encryption algorithm, and the experimental analy-
sis shows good results. The 5-dimensional hyperchaotic
system model is defined as follows**):

X, = —ax, + x,x,
x, = —=bx, + fx;
Xy =—C3+8X, T XX, (1)

x, =dx, —hx,

X = exg — X,x;

where x, x5, X3, X4, X5 are the state variables of the cha-
otic system. a, b, ¢, d, e, f, g and h are the system pa-
rameters. The nonlinear terms in the system are x;x,, X,x3
and x,x,”. In this experiment, we set the parameters as
a=10, b=60, ¢=20, d=15, e=40, f=1, g=50, h=10, and the
initial condition is x;(0)=1, x,(0)=1, x3(0)=1, x4(0)=I1,
x5(0)=1. The Lyapunov exponent is £,=9.979, L,=1.96,
L5=0.005 362, L,=—19.13, Ls=27.28. Therefore, the
chaotic system is hyperchaotic. We can see the chaotic
behavior of the system from the attractor in Fig.1.
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The encryption process adopted in this paper is shown
in Fig.2. First, the chaotic system generates a chaotic
sequence related to the original image characteristics by
using the characteristics of the plaintext image itself.
Then, the plane is decomposed into 8-bit planes by using
the bit plane decomposition technique, and then the 8-bit
planes are combined into two groups by a certain com-
bination rule. Chaotic sequences are used to complete bit
level scrambling to enhance the security of cryptosys-
tems. After that, each bit is diffused by the bit level dif-
fusion principle. Finally, the eight images are recon-
structed by the bit plane construction technique to obtain
the ciphertext image.

Step 1: First, the plaintext image with pixel size is de-
composed into 8 binary bit plane subgraphs by bit plane
decomposition technique, and these eight subgraphs are
divided into two groups according to certain rules (the
grouping rules can also be part of the key). The upper
four bits are classified as the first group (gs, g7, > £5),
and the lower 4-bit plane subgraphs are classified as the
second group (g4, g3, 22, £1)- We make two groups of
planes form two sub blocks imgl and img2 respectively.
The composition is shown as follows

{imglz{g8§g79g6’g5} (2)
img2=1{g,,8,,2,,8}
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Fig.1 Attractor graphs of chaotic system: (a) x1-x2
projection on the plane; (b) x1-x3 projection on the
plane; (c) xi-x2-x3 projection in three-dimensional
space; (d) x1-xs projection on the plane; (e) x2-x3 pro-
jection on the plane; (f) x3-x4 projection on the plane
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Fig.2 Flow chart of encryption algorithm

These two sub blocks have the same size M'XN', where
M'=4xM, N=4xN.

Step 2: Taking key,=(x;, x,, X3, X4, X5) as the initial
values of the 5-dimensional hyperchaotic system, iterate
the chaotic system Ny+L' times (the number of iterations
is controlled by the plain-image itself to effectively resist
the selected plaintext attacks shown as Eq.(3)), obtain a
chaotic sequence {c;, ¢, C3,... Cxy s } with length m,
discard the first N, times to eliminate the impact of ava-
lanche effect, where L' is the size of img1 and img2, i.e.,
L'=M'xN', and then obtain the remodeling matrix through

Eq.(4).
sum(imgl)

N, =M +N +mod M +N), 3
0 ( [YaT; ) (3)

= mod(floor(c, x10"), M) +1
{a mod(floor(c; x ), M)+ . @

A, = reshape(a, M ,N)

Step 3: Similarly, use the method in Step 2 to obtain
the chaotic matrix A4,.

Ny =M + N+ mod(CMmED) oy, ()
M +N
b = mod(floor(c, x10*), M) +1 ©
A, =reshape(b,M',N')

Step 4: Using chaotic matrices 4; and A,, construct
matrix control table C and chaotic coordinate pairs X7T
and YT according to

1 (abs(A4, (i, j)—i) <M /4)
)= {O others ’ ™
. MxN
X = C(l:
unique(C( )), )
XT = (find(X =0)) =[]
. MxN
Y= unlque(C(T.MxN)). ©)

YT = (find(¥ = 0)) =[]

According to the control matrix C generated above,
the chaotic coordinate pairs X7, YT, the two groups of
images start from the first element of their own, from left

to right, and from top to bottom, exchange the elements
of the two subgraphs. The exchange rules are as follows.

Step 1: Exchange elements in imgl.

If C(i, j)=0, exchange imgl(i, j) and imgl(XT(i, j),
YT(i, ))). If C(i, j)=1, exchange img1(i, j) and img2(XT(i,
N, YTG, j)).

Step 2: Exchange elements in img2.

If C(, j)=0, exchange img2(i, j) and img2(XT(i, j),
YT(i, ))). If C(i, j)=1, exchange img2(i, j) and img1(XT(i,
s YTG, ).

Step 3: The scrambled image T is obtained by fusing
the high-order image imgl and the low-order image
img2.

According to the nature of diffusion, an excellent al-
gorithm should make the ciphertext very sensitive to the
transformation of the plaintext. For bit level diffusion,
this means that the change of one bit in the plaintext can
change the probability of 50% of each bit in the cipher-
text. In this paper, the previous bit and an element of the
chaotic matrix C are used to change the bit value of the
current position. The size of the chaotic matrix P and the
intermediate ciphertext result 7' is M'<N', and the bit dif-
fusion is as follows

TG, j))®T(M ,N)®PG,j), i=1j=1

This paper will discuss the experimental results of the
algorithm and analyze its encryption performance. Py-
thon 3.7.4 is used to verify the proposed algorithm. The
experimental environment for this experiment is Intel (R)
core (TM) i7-7700hq CPU @ 2.80 GHz CPU and per-
sonal computer with 16 GB memory. The operating sys-
tem is Microsoft Windows 10.

Random numbers plays a vital role in the field of im-
age security. SP800-22 is a software package released by
the National Institute of Standards and Technology
(NIST) for random testing of data streams, including 16
random tests. These tests often use probability statistics
to check whether the data stream meets the characteris-
tics of randomness, such as periodicity, correlation and
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distribution.

This paper tests the randomness of the pseudo-random
sequence C; generated by the 5-dimensional hyperchaotic
system. The experimental results are shown in Tab.1. As
seen from the table, the key tested in this paper has suc-
cessfully passed all randomization tests. Therefore, we
believe that the key generated by the chaotic system has
very good randomness.

Tab.1 Randomness test results of key

Test name Result
1 Frequency test Pass
2 Frequency test within a block Pass
3 Runs test Pass
4 Test for the longest run of ones in a block Pass
5 Binary matrix rank test Pass
6 Discrete Fourier transform (spectral) test Pass
7 Non-overlapping template matching test Pass
8 Overlapping template matching test Pass
9 Maurer's “Universal Statistical” test Pass
10 Lempel-Ziv compression test Pass
11 Linear complexity test Pass
12 Serial test Pass
13 Approximate entropy test Pass
14 Cumulative sums (Cusum) test Pass
15 Random excursions test Pass
16 Random excursions variant test Pass

The key space is the total numbers of different key
combinations that can be used in the encryption (decryp-
tion) algorithm. The larger the key space of the algorithm,
the stronger the ability to resist brute force cracking. The
key in this paper is mainly the initial value of chaotic
system. Theoretically, the key space can be infinite, but it
is limited by the floating-point numbers stored by the
computer. According to IEEE 754 floating-point storage
standard, the storage space of a single precision float-
ing-point number is 32 bits, so the key space of the algo-
rithm is 2°5. For a cryptosystem, if the size of the key
space is greater than 2'%, brute force attacks may not be
feasible*. Obviously, this encryption has enough key
space to resist all types of violent attacks.

The image histogram represents the distribution value
of the pixel intensity within the image. To make statisti-
cal attacks more difficult. Fig.3 shows the histogram of
Lena image, corresponding encrypted image and de-
crypted image. In Fig.3, we can see that the gray values
in Fig.3(b) are evenly distributed, which is significantly
different from the gray value distribution in Fig.3(a) of
the plain text image. Moreover, we can also find that the
image and gray distribution of the plaintext image
Fig.3(a) and the decrypted image Fig.3(c) are almost the
same. In addition, we encrypted more images through the
algorithm. The plaintext image, the ciphertext image and
their corresponding gray histogram are shown in Fig.4.
In Fig.4(d), we can see that the gray value of the cipher-
text image is evenly distributed, which further proves the
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ability of the algorithm to resist statistical attacks.
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Fig.3 Histogram analysis: (a) The Lena image and its
histogram; (b) Encrypted image and its histogram; (c)
Decryted image and its histogram
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Fig.4 Histogram analysis: (a) Plaintext images; (b)
Gray histograms of the plaintext images; (c) Cipher-
text images; (d) Histograms of the ciphertext images

Information entropy is the index and method Shannon
borrowed from thermodynamics to measure randomness.
The mathematical expression of information entropy is
as follows

2k

1
H(m)= m,;)log, ——, 11

(m) ;p( i) log, o) (1)
where p(m;) is the probability of m; . If the randomness of
a group of data is higher, the information entropy will be
larger. On the contrary, if the information has certain
statistical laws, the entropy of the information will be
smaller. In the process of image encryption, entropy
analysis can be performed on the encrypted image to
measure the reliability of an encryption algorithm. For a
random system in each state, the information entropy
value in the ideal state is 8 bits. When the information
entropy of a ciphertext image is closer to 8 bits, it indi-
cates that the randomness of the ciphertext image is
stronger, which can explain the superiority of the algo-
rithm. The information entropy of the ciphertext image is
7.997 4, which is very close to 8. This shows that the
encryption process of this scheme can realize the random
distribution of pixels in the encrypted image and has high
security. Tab.2 shows the comparison algorithm, which
shows that the scheme has certain advantages.
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Tab.2 Information entropy

Lena Ref.[25]
7.9979 7.997 5

Ref [26]
7.997 4

Ref[27]
7.9973

Cipher-image

The correlation of adjacent pixels in horizontal, verti-
cal and diagonal directions reflects the correlation degree
of adjacent pixels in the image. An ideal encryption al-
gorithm should be able to effectively reduce the correla-
tion between adjacent pixels or even achieve zero corre-
lation as far as possible to resist statistical attacks. To
analyze and compare the correlation between the adja-
cent pixels of the plaintext image and the encrypted im-
age, we randomly select 20 000 adjacent pixel values
from each position of the plaintext image and the en-
crypted image. As shown in Fig.5, the correlation of ad-
jacent pixels in three directions is shown. The distribu-
tion of adjacent pixels in the plaintext image is highly
concentrated, which means that the plaintext image has a
strong correlation, while the distribution of the ciphertext
image is relatively uniform, proving the effectiveness of
this scheme.

To further calculate the correlation coefficient of each
pair of pixels, we use the following equation

Ty = cov(x, )/ D(x)D(y)

E0 =3 x

s L 12
DW= X1, - E) (12

cwmw=§zgw—ﬂerE@»

where x and y are the gray values of two adjacent pixels
in the image, and N is the total number of pixel values
selected from the image, where N=20 000. We selected 5
images including Lena and cameraman and their cipher-
text images for correlation analysis. The calculation re-
sults are shown in Tab.3. From the table, we can see that
the correlation coefficients of the plaintext image in the
horizontal, vertical and diagonal directions are all close
to 1, while the correlation coefficients of the encrypted
ciphertext image in the three positions are all close to 0,
which proves that the ciphertext image has extremely
low correlation between adjacent pixels in the horizontal,
vertical and diagonal directions.

To further demonstrate the superior performance of the
proposed encryption algorithm in correlation, we have
conducted some comparative experiments. We compared
the proposed algorithm with Refs.[25]—[27]. The com-
parison results are shown in Tab.3. Our algorithm has
excellent performance in horizontal, vertical and diago-
nal directions. The above series of reliable experimental
results mean that the algorithm has good performance
against statistical attacks.

As we all know, there are four common attacks,
namely, selected plaintext attacks, known plaintext at-
tacks, selected ciphertext attack and known ciphertext
attack. The plaintext attacks are the most powerful of the
four common attacks. If the proposed encryption algo-
rithm can resist this attack, it can resist the other three
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types of attacks®®). In the key generation phase, where N
is related to plaintext, different plaintext images will
produce different N, values, so the proposed scheme can
effectively resist the selected plaintext attacks.

A good encryption algorithm should be able to resist
noise attacks. As shown in Fig.6, 0.01, 0.05 and 0.1
Gaussian noises are used to attack. Even if 0.1 Gaussian
noise is added, the decrypted image is still recognizable.
Therefore, our algorithm has good robustness and can
effectively resist noise attacks.
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Fig.5 Pixel correlation coefficient analysis: (a) Hori-
zontal adjacent pixel correlation of the plain image; (b)
Horizontal adjacent pixel correlation of cipher image;
(c) Vertical adjacent pixel correlation of the plain im-
age; (d) Vertical adjacent pixel correlation of the
green component of the cipher image; (e) Diagonal
adjacent pixel correlation of the blue component of
the plain image; (f) Diagonal adjacent pixel correlation
of the cipher image

Tab.3 Correlation coefficients of the cipher images

Direction Horizontal Vertical Diagonal
Lena 0.003 4 —0.003 2 0.001 1
Cameraman 0.0180 —0.006 6 0.003 6
House 0.006 0 0.001 2 0.000 2
Peppers 0.000 8 0.003 1 —0.002 7
Montage 0.020 8 —0.002 6 —0.000 1
Ref.[25] -0.014 8 0.0106 -0.013 4
Ref.[26] 0.003 0 0.002 4 —0.005 5
Ref.[27] 0.004 4 0.003 3 0.070 1

(®)
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(d)

Fig.6 Noise attack analysis: (a) Adding 0.01 Gaussian
noises; (b) Adding 0.05 Gaussian noises; (c) Adding
0.1 Gaussian noises; (d) Decrypted image of (a); (e)
Decrypted image of (b); (f) Decrypted image of (c)

The ability to resist differential attacks means that an
ideal cryptosystem should ensure that any small change
in the plaintext image can lead to great changes in the
ciphertext image. Pixel change rate (VPCR) and average
change intensity (UACI) are two important indicators to
measure the resistance of an image encryption algorithm
to differential attacks. NPCR is defined as follows

1 M N

Ryper = W;;D(i’ 7)x100%. (13)

C, and G, represent two ciphertext images after
changing a pixel value in the same plaintext image. UA-
ClI is defined as follows

1 S C(l,])—C(l,])
ot = M><N,Z_1:,2_;| T S (14)
To ensure the randomness of the experiment, 200
points are randomly selected to test the sensitivity of the
ciphertext of the algorithm. The distribution of points is
shown in Fig.7(a). The experimental results are shown in
Fig.7(b) and (c) below. From the experimental results,
we can see that the minimum value of Rypcy is 99.54%,
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Fig.7 Correlation analysis of differential attacks: (a)
Distribution of points; (b) Rnpcr (%); (€) luaci (%)

the maximum value is 99.68%, the minimum value of
Tyycr 18 33.32%, and the maximum value is 33.37%.
Therefore, we can also see that the algorithm is excellent
in the transformation of the numbers and intensity of
pixels, and the dense image is relatively sensitive to the
plaintext image, which also proves that the algorithm has
certain advantages in resisting differential attacks.

In this paper, a bit level image encryption scheme
based on hyperchaotic is proposed. Before scrambling,
the plaintext image is first decomposed into high-level
group and low-level group, and the chaos control matrix
is used to determine the internal or inter group scram-
bling. Finally, the security of the ciphertext image is im-
proved through bit level diffusion. The advantage of this
scheme is that bit level intra group and inter group
scrambling can effectively destroy the statistical infor-
mation of pixels. Combined with the diffusion algorithm,
dual encryption ensures the security of the algorithm.
Experimental simulation and performance analysis prove
the feasibility and effectiveness of this scheme. In the
next step, this work will be used as the research basis to
deeply study the application of bit level encryption algo-
rithm in Gaussian gated images.
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